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Agenda

PKI and CLM design

Protecting private keys (HSMs)
Smart card enforcement

CLM add-ons (& demo)
Revocation matters
Operations & gotchas
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PKI and CLM Design

#® Hierarchy
® Who are you trying to impress ;-)
® Three tiers? Unlikely...
# Key lengths
® 4,096 bit?
® Compatibility problems?
® CA certificate validity period



PKI and CLM Design

# Certification authority server(s)

® Principle considerations
® Availability for certificate issuance (and key recovery)
® Availability for CRL publication

® Can’t cluster certificate services (on Win2K3)

® Can’t scale out CA servers (affinity)
® Concentrate on superfast recovery
® SAN booting and mirroring
® Snapshots to mitigate software failure



PKI and CLM Design
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PKI and CLM Design

#® CLM server(s)

® Largely stateless

® Scale out easily
® Use load balancer or NLBS
® Agent certificates need to be identical

® Make sure SQL back end is also highly available

® CRLs
® Addressed later...



PKl and CLM Design

#® Win2K8 Enterprise CA

® Truly enterprise class
®* Two node active / passive failover cluster
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PKI and CLM Design

® User certificates

® No rule enforcing one year!
® Excess churn
* Make renewal self serviceable

#® SC logon uses UPN

® Be careful when changing
® Down-level and friendly UPN
® Can be used to advantage



PKI and CLM Design

Solution Design

Certificate Policy

il Pela'.lsd Operator Runbook
Engineering
Key Management
Guide

CLM Functional Install Part 0

Tests
Install Part A
Install Part B
Install Part C
Install Part D

Install Part E
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PKI and CLM Design

Mini-Driver (Base CSP) capability

CLM Auditing: comprehensive and navigable
AD leveraging: everything

ILM integration: CLM MA

Extremely rich workflow

® Automated renewal

® Recover on behalf simplicity
® “Infinite” flexibility with ACLs

v W YW v 9
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PKl and CLM Design

® The problem

® Accessing CLM for first time very slow, but not so
bad afterwards

® Verification of Authenticode signature on .Net
managed application timing out

® Fix documented in:
® KB936707
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PKI and CLM Design

® Install KB936707
? Open:

® C:\Windows\Microsoft.Net\Framework\v2.0.50727\aspnet.config
Edit runtime section:

® <generatePublisherEvidence enabled="false"/>

r!ﬁ Aspnet.config - Notepad E]@Er

File Edit Format View Help

<7xm] wversion="1.0" encoding="UTF-8
{EGHfTQUFatTGH}
runtimes
<legacyunhandledexceptionPolicy enabled="false”
<legacyImpersonationPolicy enabled= trUF'f

(N} L
-~

{a1ha3:F1nhImpvr:nﬂat1nﬂPn11:x Fﬂab1Fd "false" /=

</r -
</configuration=
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Protecting Private Keys
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Protecting Private Keys

® Why you need an HSM
® The risks you're mitigating against
® What it doesn’t mitigate against
® Part of the PKI dark arts! Not!
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Protecting Private Keys

SafeNet
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Protecting Private Keys

® HSM form factors / selection
#* Root CA: dedicated HSM (PCl / USB)
® Online CAs (and CLM servers): network HSM?
® Network HSMs: “Must” have HA
® Performance benchmarks

#® HSM logical controls
® M of N tokens
® Be practical - realistic
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Protecting Private Keys

#® Buy premium (super duper) support
# Develop strict key management policy
#® Regularly audit token holders

® FIPS 140-2 Level 2 and 3

® Tamper assurance and authentication technique
® SafeNet — Token (not password) authentication
® nCipher — Extra authorisation for key generation
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Smart Card Enforcement
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Smart Card Enforcement
User Based
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Smart Card Enforcement

® “Issuance does not enforce”

® Directly set on user account (not in GPO)
® Not for faint hearts

® Can be applied programmatically
® userAccountControl:262144

® Randomises password
® Prevents password ageing



mart Card Enforcement

i Group Policy Object Editor
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Smart Card Enforcement

# Set by GPO (computer scope)
® Often used for critical assets
® Password ageing still enforced
® Roll-out timing issues

® Prevents logon with local (SAM) accounts
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Smart Card Enforcement

® Admins

® Privilege elevation via redirection
® MSTSC, runas, net use
® Need CSP on remote (RDP) server

® Interactive login in the data centre
® Smart card reader “on a nail”

® Two readers at desktop

® Users

® SClogon isn’t SSO
® Kerberos TGT
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Smart Card Enforcement

#® Known Issues
® Outlook web access (OWA)
® QOutlook anywhere (RPC / HTTPS)
® VPN clients
® Roaming dialers
® Mobile users

® Solutions

® Kerberos constrained delegation (KCD)
® WIP
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Smart Card Enforcement

® Broken or lost card

® Post replacements?
® Need cached logon

# Blocked PIN
® Need to logon to do unblock, unless VISTA

# Revert to password
® Not effective until network connected logon
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Smart Card Enforcement

#® Make VPN prior to Active Directory logon?
# Log on using kiosk type account to access
unblock
® Need a cached logon

® Tough call to get account sufficiently hardened
® Potential to access C-drive of any computer



CLM Add-Ons
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CLM Add-Ons

# Validate users calling in
® Answers set during enrolment

w W W v

Users can update
Flexibility on Q&A policy
Answers stored in AD [t

Manager 2007
Used for:

® Emergency passwords
® Offline unblock

Select an item
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CLM Add-Ons

#® HDEP ordinarily unknown to users
® Injected into cached credentials
® Seeded from unique key, user and time

® Policy for:
* Validity period i o
® HDEP length
? Re-use, etc.

Emergency password

9635-9684
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CLM Add-Ons

# Validate users calling in
? Integrated with CLM functionality

Certificate Lifecycle
Manager 2007

Select an item

Add-ons by

gemalto




CLM Add-Ons

demo y
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Revocation
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Revocation

~Publication Time

Base CRL Period

This Update
05:45
20/11/08

#® CRL “parameters”

® Publication time:
® Base CRL period:
® CRL overlap:
® Clock skew:

CRL Overlap Period l

MNext CRL Publish Mext Update

06:00 06:15
24/11/08 28/11/08

06:00 on 20/11/08
4 days

4 days

15 mins
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Revocation

Base CRL Period = CA Server Fix SLA + Troubleshooting Time

# Don’t underestimate troubleshooting time
® |s it the CA, HSM, AD, permissions, etc.?
® You'll always try least invasive options first
® Need teams gathered for restore (perhaps)
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Revocation

® Certificate revocation lists - criticality

® CA availability versus freshness
® Delta CRLs?
® LDAP or HTTP?
® AD LDAP (LDAP:///cn=my CA, cn=...)
® 1IS farm (or CLM servers)

® Qut-of-band file transfer to HTTP
® Manual CRL signing

# Large CRLs can be killers for VPN devices
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Revocation

#® Caching behavior
® Application dependant

® CRL cached for authoritative period
® Cache cannot be reliably purged

# Stale CRL fix for SC logon

* KB887578
® Only for Windows SC logon (not VPN, etc.)
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Revocation

#® Offline CA CRLs

® Dilemma:
® Regularity versus necessity

® Sensible to have 52 weeks + 8 week overlap
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Revocation
Event Log Entries

Logon Message

stermn could no
ion skak

Event Properties

14 00 00 OO 1
o0 00 oo 0o O

an.
smartcard certificate us

for authentication could not be determined.

Event Properties
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Revocation

# Native capability in Win2K8 CA and VISTA

® Come to IDAO4-IS
® 14:40 in room 132
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Operations
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Operations

® You MUST do this!

® Smart cards can only be managed by CLM
instantiation which issued card

® Admin key is encrypted in CLM database

Microsoft Smart Card Base CSP

gs you want to use with the W Diversify Admin Key
ard Base Cryptographic Service

Adrnin key initial value (hex):

e

Smart Card Initialization Provider
% Default
" Custom: I

Smart card initialization provider data;

Gf44514c9beciaffacdd
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Operations

*® No diversification?
#® Easy to reset PIN

.NET Utilities

Reader Selection
card connected:
cted Reader: | 02Micro CCID SC Reader 0+
Card in Selected Reader: MET

Card Serial Mumber: 570113 30FZD05FFFF

Utilities

Cryptagram Calculator

It helps you unblocking the PIM of your Smart card.

Challenge: { EAZETEC448

[ Get Challenge

Calculate Response

Confirm PIN:




Unblock Un-Diversified Card

demo

—_
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Operations

# It’s not just about enrolment!!!
® Renewal, duplicate, temporary, replacement, etc.

# |nevitable workflow design behaviour...

® Will start with overly complex workflow
® Will model these in a POC
® Will streamline and reduce complexity

® Takeaway — get off paper and into a POC ASAP
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Operations

® PIN rules

% PIN blocking

® Num lock key switching off
# Offline PIN unblocks

® Do not respect PIN rules
#® Empirical evidence

® PIN blocks reasonably slight
® Lost / forgotten cards biggest problem
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Operations

# Be careful deleting AD accounts of leavers
® Make’s life tough for CLM based key recovery

® Third party GINA stubs
® Other (lesser ;-)) 2FA capabilities
® Single sign-on
® Simplified sign-on (FDE pre-boot)
® Emergency password recovery
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Operations

Offline CRL publication

CA certificate renewal
Auditing of token holders
CLM agent certificate renewal
Web site certificate renewal

Don’t allow CLM agent account passwords to
expire

w W W W W W
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Operations

#® Computer account password change

* Beware!
® KB216393 doesn’t apply
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Operations

# Physical access

® Greater political rather than technical challenges
® Where to do card printing?

® GemAlto .Net cards incorporate OTP assemblies
® Can use offline reader for unmanaged PC use case
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Operations

#® Use SC authentication for FDE and IAG
® Most FDE solutions enable simplified sign on
#® Leverage CLM for EFS

® Greatly reduces recovery complexity whilst
providing higher assurance
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How to Look Good...
Never Leave Home Without This

Windows Server 2008 |

PKland
Certlfl.-v >

<
Brian Komar
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Call to Action

® Don’t overdesign

# Always bear in mind the ticking time bomb
# Plan for post issuance use cases

# Pay attention to exception scenarios
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Resources

#® MS PKI papers and articles

® www.microsoft.com/pki

® MS PKI “Bible”
® Windows Server 2008 PKI and Certificate Security
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Resources

#® OCG online demonstrations
® www.oxfordcomputergroup.com/resources.aspx

# PKI newsgroup
® microsoft.public.security.crypto






Related Content

IDA304: Integrating strong authentication into provisioning and compliance processes with Microsoft Identity
Lifecycle Manager "2"

4:00-5:15pm

SEC303: Introducing Forefront Client Security 2.0 5:45-7:00pm

IDA301: Identity Lifecycle Manager 2 (Part 1): Empowering users with self-service identity management solutions 10:45-12:00pm

IDA309: Windows Server 2008 R2 Active Directory: What's Coming Up? 1:30-2:45pm
IDA310: Windows Vista PKI Enhancement in Windows 7 and Windows Server 2008 R2 3:15-4:30pm
SEC311: Going Virtual with the Intelligent Application Gateway and a Sneak Peak at the Future! 3:15-4:30pm
SEC403: Forefront Security for Exchange Server: Advanced Spam and AntiMalware Scanning Today and Tomorrow 5:00-6:15pm

IDA305: Active Directory Rights Management Services (AD RMS) - End to End 5:00-6:15pm

OFC311: Microsoft Forefront Security for SharePoint: The Next Generation of Collaboration Security 9:00-10:15am

IDA302: Identity Lifecycle Manager 2 (Part 2): Expressing and enforcing business policy 1:30-2:45pm

SEC305: Introduction to Microsoft Forefront Codename Stirling 1:30-2:45pm

IDA306: Connecting Active Directory to Microsoft Cloud Services

3:45-5:00pm
SEC204: Hybrid Messaging Security for Exchange Server 3:45-5:00pm

IDA401: Using Active Directory Domain Services for Linux Servers 5:30-6:45pm

Visit the Identity & Security booths for a detailed guide to activities at TechEd EMEA



Related Content

IDA308: Windows Server 2008 Active Directory Best Practices 8:30-9:45pm

IDA313: Notes from the Field: Deploying Microsoft Identity Lifecycle Manager 2007 Certificate Management 10:15-11:30am

IDA402: Successful deployment tips for Security and Strong Authentication

1:00-2:15pm
SEC317: Using Network Access Protection (NAP) in combination with FCS 1:00-2:15pm
IDA303: Identity Lifecycle Manager 2 (Part 3): Extensibility and provisioning with ILM 2 2:40-3:55pm

: “Geneva” Claims Based Access: Universal sign-in utilizing AD, CardSpace and federation 4:20-5:35pm

IDA307: Active Directory Information Security - Where is the boundary? 9:00-10:15am

SEC316: A Technical Preview and Deep Dive of Next Generation ISA Server 9:00-10:15am

IDA403: A DS Geek's Notes from the Field - Active Directory Uncovered 10:45-12:00pm

IDA312: "Geneva" Security Token Services: Infrastructure services for SOA security and federation 3:15-4:30pm

Visit the Identity & Security booths for a detailed guide to activities at TechEd EMEA
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