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1. Introduction
1.1. Background

ABC Integration Engineering Security and Privacy has been engaged to assist in the design of a file
based encryption solution for DEF users who possess laptops which might potentially contain
sensitive information; see TASC0999.

The solution proposed is based upon using Microsoft Encrypting File System (EFS) technology in
conjunction with a Microsoft Windows Server 2003 Enterprise Root Certification Authority (CA).

Implementing solutions which encrypt data generally imposes a requirement to ensure that should
a user'’s private (decryption) key become unavailable due to a “genuine incident” (as opposed to
being compromised) then a mechanism should be in place to mitigate this scenario. For the ABC CA
for EFS solution, that mechanism is to recover the user’s “lost” private key.

1.2. Objective

The object of this document is to provide an indicative step-by-step guide to the end-to-end process
of recovering a user’s “lost” private key.

1.3. Document Scope

The scope of this document is limited to the following:

e Recovery procedures for the legitimate restoration of a user’s private EFS decryption key
material

The scope of this document excludes the following:
e Handling of KRA and user private key backup material and storage thereof
e Handling of any passwords created / used during this procedure

e Secure deletion of file based key material

1.4. Pre-Requisites

The following are pre-requisites for performing recovery of key material archived at the ABC EFS
CA:

e One of the user(s) associated with the CA admin role must be available during the procedure

e One of the user(s) associated with the key recovery role must be in possession of their
associated key backup material on CD-ROM (and corresponding password) and available to
logon and perform key recovery operations during the procedure

e A Windows XP workstation (or laptop) joined to the HMPS AD domain... this is termed the
recovery workstation throughout this document

e The Key recovery agents are members of the recovery workstations local administrators
group

e The Windows 2003 Admin Pack must be installed on the recovery workstation

e The Windows Server 2003 Resource Kit tools must be installed on the recovery workstation
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1.5. Overview of the Recovery Process

The ownership of the overall key recovery process is the designated key recovery agent; either key
recovery agent can be employed to execute this process.

Four distinct steps are entailed in the key recovery process:

1. The recovery of the user’s archived EFS private key from the CA database; this is performed
by the CA administrator and results in the retrieval of an encrypted blob (encrypted with the
key recovery agent(s) public key(s))

2. The installation of the designated key recovery agent’s private key (from a CD-ROM) backup
which was taken during the CA commissioning into the certificate store on the recovery
workstation

3. The decryption of the encrypted blob using the KRA decryption key, resulting in a PKCS #12
file containing the user’s private key material

4. The installation of the PKCS #12 file containing the user’s private key material into the
certificate store on the user’s workstation

A tabular summary of the steps involved in recovering archived key material is shown in the following
table.

What Who Where
Recover the Encrypted User Private Key (BLOB) from the CA Admin Recovery
Certification Authority Workstation
Install the Key Recovery user’s Certificate and Private Key onto KRA Recovery
the Recovery Workstation Workstation
Decrypt the Blob to Generate a PKCS #12 file Containing the KRA Recovery
User’s Certificate and Private Key Workstation
Install the Private Key by Means of Importing the Contents of the | User User’s
PKCS #12 file Workstation
CA for EFS Key Recovery Procedures v0.99 Page 3
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2. Retrieve Private Key (Blob) from
CA Database

Action Action Detail and Description

1.

This task must be performed by a CA Administrator at a workstation (or server) where the Windows
Server 2003 Resource Kit tools have been installed, typically this would be the Recovery
Workstation

The CA Administrator account must be added to the Local Administrators group on the Recovery
Workstation

The CA Administrator should log on at the Recovery Workstation

2. [Weeyrecoveryteal x
Fe MHep

Start the Key Recovery Tool from the c’r‘*—m‘—?——-;ﬁ ls:::::,m,-m B

Windows Server 2003 Resource Kit s

Command Prompt (Start/All b e e e T ey

Programs/Windows Resource Kit =

Tools/Command Shell) Cothoae: :!

Sensl Nunbes | Subyct [ Noatoee | Mottty | Tempive | Cot Marhishal) |

Execute krt.exe

Retarget the Key Recovery Tool CA list
box to the ABC EFS CA

To recore o private boy, seloct the astocuted centficate above and then cick “Fecov™

In the Search Criteria list box, select
ShowkRA. | Retweiid | Decopbib. | |

“"Requestor name (domain\user)”

Statur: [Ready Heb

In the Value field, specify the “Windows

down-level” account name of the user

Click the Search button

3. [BreyRecoveryTedl x|
Fle Heb

Cartificaton mshorty [CAL Semch Cateca

Verify that the certificate of the user is [ R— ] | Foqueile rane {Somanuon] =1

retrieved o

Select B search citesa, ender an sppropnate value, and then clck

"Sexch" 1o daplay 3 it of matchrg chived beys | —

If there are multiple certificates for the
user, it will be necessary to validate the
precise serial number of the certificate to
be retrieved

Click the Show KRA button

To recove a pivate bey. seloct the actocuted centficats above and then cick “Fecove™
ShowkRA. N Retwwe bt | Decombib. | Recow |
a'3

Statun: [Ready Hel
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4.

Verify that the private key has been
archived using one of the two valid KRA
certificates

Click the Close button

Key Recovery Agents Used for Archival _ﬁl

| Cet Hashishal] [ 1ssuing Ca |
D 48 T o7 sz B 5a [ Jdgae
9ol 194329 o QEENEEDEFS (4

[ Subject
I GIEESS000C0000 . CH=lure. OU=ERS Fa
G G1S4EAT 00000000 CH=Temy, DLl=kKRA Fo

Specify a suitable location and filename
in which to save the Blob, e.g.
C:\Temp\username

Click the Save button
Close the Key Recovery Tool

It is assumed that the decryption of the
blob will performed at the same recovery
workstation, if this is not the case the
Blob will need to be copied to removable
media

5. Breyrecoverytoal x
e Hep
. - Castiication athesty [CAL Semwch Citeca
Click the Retrieve Blob button |G | |Foqueite rame foman\ce] =
Select e veunch cites,erder an apprupnss vohe, and en clck o
"Seach” 4o deaplay 3 kit of matchrg archeved beye P
Eipisginl|
Cotficates
Seny Number | Subiact [ Noeive | Notbe | Templse [ Cotbamishat) |
[F618e7ce. Olwinhory, OUSEF . 280020 27A06/2) GEEEEEMrcrp. 135 4152dd4c
Torecome: o prvats bey. seloct the astocuted cetiicats above and then cick “Recove™
ShowKRA. | Aottt (| Decomtbikd. |  Recome |
6. savens 21 x|

Save in: IE} Temp j L ¥ ER-

File name: |anthon}1

Save L\‘I
[ o= |

ﬂ Cancel

Save az type: IF'rivate ke blobz [ blob)

4
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3. Install Key Recovery Certificate
onto Recovery Workstation

Action

Action Detail and Description

1.

sequence of tasks

Recovery Workstation.

One of the designated key recovery agents must log on at the Recovery Workstation to perform this

Note: The Key Recovery agents need to be assigned to the local administrative group on the Key

Click the Next button

O =iz
Fle ES vew FPavrted Tods  Felp s
. ) Back = - ¥ Searih foders | a0 X K} =
Insert the CD-ROM with the backed-up [T ey E|
KRA key material Feides % | [hias -
e | | ST, Persona Ifermat
Open an instance of Windows Explorer e
Select the KRA PKCS #12 file, then = P
select Install PFX from the context , Syeecvas
menu (.pfx file) ) Sysam ek st
Note: The screen capture here shows
the KRA material being on the C-Drive, . -
this will actually be the CD-ROM
3. ]

Wizard

cerkificate store,

certificates are kept.

Ta conkinue, click Mext.

Welcome to the Certificate Import

This wizard helps vou copy certificates, certificate trusk
lists, and certificate revocation lists From wour disk ko a

A certificate, which is issued by a certification authority, is
a confirmation of your idenkity and contains information
used to protect data or to establish secure network
connections. & certificake store is the system area where

= Back I Mexk = I Cancel
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4.

Click the Next button

Certificate Import Wizard x|

File to Import
Speciy the file you want to mport.

Note: More than ons certificate can be stored in & single fils in the Following formats:
Personal Information Exchange- PXCS 212 (PFX, P12)
Cryptographic Message Syntax Stendard- PKCS #7 Certificates { P78)
Microzoft Seriskzed Certificate Store (.S5T)

<Back Neat > cacel |

Enter the password associated with the
backed up KRA material

Enable the Enable strong private key
protection option

Click the Next button

Certificate Import Wizard x|

Password
To maintain security, the private kew was prokected with a password,

Type the password For the private key.

Passward;:
I********

v Enable strong private key protection. You will be prompted every time the
v bl ke Il b d h
private key is used by an application if wou enable this option,

[ Mark this key as expartable, This wil allow vou ko back up or transport sour
keys at a later time.

= Back I Mexk = I Cancel |

6.

Click the Next button

Cettificate Import Wizard x|

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate stare, or you can specify a lacation for
& Aukomatically select the certificate store based on the bype of certificate
" Place all certificates in the Following store

Certificate store:

Browse.. . |

< Back I Mexk = I Cancel
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Click the Finish button

Certilicabe Import Wizard

Completing the Certificate Import
Wizard

Wil harve successfully completed the Certificate Import

o henve spestified the Following settings:

CertFicate Store Selected  Automaticaly detemmired by 1
Content FY

Fibe blame o T ... - e

| Ll

< Back I Firigh I Carenl

x|

8.

Click the Set Security Level button

Importing a new private exchange key

An application iz creating a Protected item.

CroptodPl Private Fey

Security level zet to Medium

Details...

o |

Cahcel |

Set Securty Level. . [%

9.
Select the High option

Click the Next button

Importing a new private exchange key

Chooze a security level appropriate for thiz item,

&+ High
Request my permizzion with & pazsword when thiz
itemn iz to be uzed.

' Medium
Request my permizzion when this item iz b be uzed.

x|

< Back I Mext = 'E I Cancel

CA for EFS Key Recovery Procedures v0.99
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10.

Re-Enter and Confirm the password
associated with the KRA key material

Click the Finish button

Importing a new private exchange key 1[

Create a pazsword to pratect this item.

Create a new password for this item.

Pazzward for: ICryptu‘-‘«F'l Private Key

Passward: I........
Coanfirm: Ioo.oo.o.

< Back I Firigh {! Cancel |

11.

Click the OK button

Importing a new private exchange key il

An application iz creating a Protected item.

CroptodPl Private ey

Security level et to High | Set Securty Level... I

Ok EI Cahcel | Details... |

12.

Click the OK button

Certificate Impork Wizar El

. | } The impart was successiul,

13. =100 x|
Fils  Acton Vs Help
&=+ D@ X R X [}
Open an MMC focused on the ﬁ-:-:-»:a-s-c-;-wm E;dln ¥ Fimed| tion [ate | Breersbed i
ifi -i ey SCh  SNONAOR Ky Rmovery gt |
Certificates snap-in —'":m' -
¥ Truited Boct Cortifation kb
ol Eriepriss Trad
Select the Current User - Personal - 4 —fmpasdioria iy
Certificates and verify that the KRA i 21 Trsted ubiabers
. . ¥ Unbngshed Certifaates
certificate has been retrieved i5 () Thae Pty Binct Corticstion fs
v ] Teuehid Feople
& Cortfeate Envolmant Baguety
Double click on the certificate to view
the certificate details K
| | I | KT | 1L
[Perponal shore confara. | cortificate. I
CA for EFS Key Recovery Procedures v0.99 Page 9
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14. 2]

General | Detals | Certification Path |

Certificate Information

This certificate is intended for the following purpose(s):
«Key Recovery Agent

Verify there is a private key that
corresponds to this certificate

Click the OK button

Close the Certificates MMC snap-in

Issued to:  Terry
Issued by: E_——

Yalid from Z3/08(2006 bo 27082008
'?9 You have & private key that corresponds to this certificate,

Tesiar SERE b
I5s1arr, SLALAMIE
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4. Decrypt Blob to Retrieve the
User’s Private Key

Action Action Detail and Description

1.

This chapter should be executed by the designated key recovery agent, whom installed their key
recovery material into the certificate store on the recovery workstation in the previous chapter

2 e mand Prompt

C:~\Temp>certutil —-recoverkey anthony.bhlob anthony.pfx_

Open a command prompt and change
the current folder to the folder where the
blob was temporarily saved

Issue the following command (where
anthony is used as an example):

certutil —-recoverkey anthony.blob

anthony.pfx

Where anthony.blob is the name of the
encrypted blob and anthony.pfx is the

name of the PKCS #12 file which is be

generated

3. Using your private exchange key to de il

Enter the password associated with the An application iz requesting access to & Protected item.

KRA's private key

Click the OK button

CryptadPl Private Key Io-vuu".

[~ Bemember password

0K I Cancel Details...

4.

= CEET_THIEST _HAE_FEEFERRED _IEEUER @it}

18 R af dB &7 &

Assign a password to the newly created hal j= . 6
PKCS #12 file (and confirm password)

This password must be safely recorded
as it will be given to the user at a later .
stage when he / she attempts to install i pierl S 1807 oo MeNENMIN.

the recovered prlvate key IntO their " g, I=EFE Hlekes, Ml=Ussrs. I=-HAFE, DOC-MHPE, DPC=NOFE, DC=

. EF 44 52 44 4¢ W &3 bF F4 Ai Bi JdF 47 FF 4B 55 Ih #e bi
certificate store

Enter meu
Conf irm now passward i

CA for EFS Key Recovery Procedures v0.99 Page 11
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Verify the recovery command completed
successfully

b T B P4 Od TR AZ 12 B

5, Oi=lgars, O =HRPE,
S0 41 52 &4 40 W el BF F4 A1 Rl

ey connand compleved successfully.

LI

B 1§ Terry on HMPS-PL
_}i 3% Floppy (A1)
[=] %@ System {i:)
I3 Data
|2 Documents and Settings

6. =loix|
File Edit View Favortes Tools Help | J'f
. (QBack ~ ) - (T | 2 search | ) Folders | [ (3 X ) | &I~
Observe the newly created PKCS #12 in dcress [ Coterp =
the file system (pr fl|e) Folders % | [ Name = | size [ Type [ pate Modified
@ Desktop o i anthany.blob 7KB BLOBFile 2B/08/2006 15
(23 My Documents L anthony o 4 KB Personal Informati...  25/08/2006 15

workstation
Ensure the password associated with the PKCS #12 file is securely recorded
Securely delete the PKCS #12 file from the recovery workstation

Securely delete the encrypted blob file from the recovery workstation

Copy the newly created PKCS #12 file onto removable media for transfer to the target user’s

8.

Delete the KRA certificate from the certificate store on the recovery workstation

Reboot the recovery workstation

CA for EFS Key Recovery Procedures v0.99 Page 12

ABC and the ABC logo are registered trademarks of Electronic Data Systems Corporation. © 2006 ABC. All rights reserved.




ABC

DRAFT

5. Import User’s Private Key into
their Certificate Store

Action

Action Detail and Description

1.

after the procedure.

This chapter is performed at the user’s computer, with the user logged on (no special user
privileges are required). You will however be required to contact the DSMC to allow access to the
removable media to import the users private key during this process, this privilege will be removed

The recovered PKCS #12 file and associated password must be available

2.

Insert the media containing the
recovered PKCS #12 file

Open an instance of Windows Explorer

Select the PKCS #12 file, then select
Install PFX from the context menu

Note: The screen capture here shows
the PKCS #12 material being on the C-
Drive, this may be on other media such
as a USB memory stick or CD-ROM

[ Temp

File Edit View Favortes Tools Help | "

OBack > B ?‘/-‘:Search I Falders |E|'

Address I._’] CiiTemp

Folders X | i M Fx
iy i
@ Desktop ?ﬁ armatl change
) My Documents
E ¢ Anthony on HYPS-XP1 %
j} 3% Floppy (A:) T —
[l “e® System [C:) Send To 4
2 Data e
|21 Dacuments and Settings
I2) KRA Certs
|2 Program Files Create Shortcut
I2) RECYCLER Delete
I snag Rename
I2) System Yolume Information s
I Temp
L) WINDOWS
ch DVDJCD-RW Drive (D)
[ control Panel
& My Network Places
2 Recycle Bin

Cut
Copy

Click the Next button

Certificate Impork Wizard |

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate ktrusk
lists, and certificate revocation lists From wour disk to a
cerbificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your idenkity and contains information
used to protect data or to establish secure network,
connections, A certificake stare is the system area where
certificates are kept,

To continue, click Mext.

= Bacl I Mexk = I Cancel
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4, Certificate Import Wizard 5[

File to Import
Click the Next button Specify the file you want ko import.

Note: The screen capture here shows
the PKCS #12 material being on the C- Ble
Drive, this may be on other media such

. Mote: More than ome certificate can be stored in a single File in the Following Farmats:
as a USB memory stick or CD-ROM
Personal Information Exchange- PKCS #1Z2 (.PFX, P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)

Microsoft Serialized Certificate Store {.55T)

< Back I Mexk = ! Cancel |
2

5. Certificate Import Wizard ﬁl

Enter the password WhICh was Pas?‘:':n::ilntain security, the private key was protected with a password,
communicated at the start of this
prOCGSS by the Key Recovery agent Type the password For the private key.
Passward:
Do not enable strong private key -
protection

™ Enable strong private key pratection, You will be prompted every time the
private key is used by an application if vou enable this option.

Do not enable marking this key as

exportable

[ Mark this key as expartable, This wil allow vou ko back up or transport sour
keys at a later time.

Click the Next button

< Back I Mexk = I Cancel |

6. Certificate Import Wizard x|

Certificate Store

Click the Next button Certificate stores are system areas where certificates are kept.

Windows can automatically seleck a certificate store, or you can specify a location For
& aukomatically select the certificate store based on the bype of certificate
" Place all certificates in the Follawing stare

Certificate store:

Browse. .. |

< Back I Mexk = ‘EI Cancel
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Click the Finish button

Cettificate Import Wizard x|

Completing the Certificate Import
Wizard

‘fou have successFully completed the Certificate Import
wizard,

‘¥ou have specified the Following settings:

Certificabe Store Selected  Automatically determined by ¢
Content FF:
File Mame Ci\Temphanthony . pfx

4] | i

< Back I Finish ! Cancel |
b

8.

Click the OK button

Certificate Import W x|

\!]) The import was successiul,

9.

Open an MMC focused on the
Certificates snap-in

Select the recovered certificate, then
select Open from the context menu

B Certificates [0l x|

File  Action ¥iew Help
o |B@El s BB @

@ Certificates - Current User
-2 Personal

{423 Certificates
(2 Trusted Roat Certification Autho
(22 Enterprise Trust
(23 Intermediate Certification Author Cut
(2 Active Directory User Object
(23 Trusted Publishers
(21 Untrusted Certificates R
(220 Third-Party Rook Certification Au Properties
(2 Trusted People =
(L0 Certificate Enrollment Requests

Al Tasks  »

Copy
Delete

Help

1] | Al | ]

|\u'iew 3 certificate

CA for EFS Key Recovery Procedures v0.99
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10. 20

General | Detals | Certification Path |

Certificate Information

This certificate is intended for the following purpose(s):
«ilows data on disk bo be encrypted

Verify there is a private key that
corresponds to the certificate

Click the OK button

Close the Certificates MMC snap-in

Issued to:  Anthony
Issued by: H——

Yalid from 23/08/2006 bo 27/03/2008
'?9 You have & private key that corresponds to this certificate,

11.
Remove the media containing the PKCS #12 file

If the media was a CD-ROM, it must be destroyed; if the media was a USB memory stick, the PKCS
#12 file must be securely deleted

12.

The user should attempt to open previously encrypted files to verify that the end-to-end key
recovery process has been successful
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